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LIENW PA3OENA

* Onpenenntb TEPMUH npoLecc
* OnncaTtb cpeay UCNoSsIHEHUSA npoLlecca

* [lony4yaTb N N3MeHATb MHd opMaLMIO O
cpefe UCNOJSIHEHUA npoLecca C NOMOLLbIO
CUCTEMHbIX BbI3OBOB 1 CTaHOAPTHbLIX
BNONMoTEYHbIX PYHKLNNA.



[1pouecc

* [1pouecc (3agayva) — 3TO «NecoYHuLa»
0151 UCNOSTHEHUS NMPOrpamMMm C
OorpaHNUYEeHHbIMU MPUBUIIETNAMMU

* Unix-cncrtemsbl UICNONbL3YIOT 3aLLUTY
NamMATU UMK, YTO NOYTU TO XKe caMoe,
BUPTYarbHY0 NaMATb

* Kaxkgbl npouecc MMeeT CBOe
BUPTYyarnbHOE agpecHoe NPOCTPAaHCTBO



3awmTta namaTu

[Tonb3oBaTesnibckas nporpamMmma

(userland)
CtaHpapTHad
ounbnunoTeka
[Oucnetyep j Snpo OC
namMmsaTu
[MepundgepunHble

dunsnyeckasa namaTb

yCTpoucTBa




UTto Takoe aapo OC

. bubnmnoreka:
— Kopg, Haxogawunmnesa B agpecHoOM NpocTpaHCTBe npouecca,
— WNcnonHaeTtca ¢ nonb3oBaTenbCKMMU NPpUBUNErMamMmm
— BbisbiBaeTcsa obbiyHOM KOMaHaown call
« Anpo:
— Koa, pacrnonoXxeHHbIW B NPpUBUIIENMPOBaHHOW 0bacTn namsaTu
— WNcnonHaeTca ¢ noBbIWEHHbIMW NpUBUIErnsamMu

— BbIi3biBaeTcsa cneunanbHOM KOMaHO4OW, Hanpumep
syscall/sysenter (3TO 1 eCTb CUCTEMHbIN BbI30B)

— B Unix, Bce cucTeMHble BbI30BbI UMEIOT «ODEPTKU», KOTOPbIE
BbIrMSAAT KakK 0OblYHbIE BbI30Bbl (DYHKLUNA.



3awmTta namMmsaTu

[Mpouecc 1 % [Mpouecc 2 [Mpouecc 3 CUCTEMHBbIN

Bbl30OB

h 4 %r A 4

OucneTyep
namsaTu )

v / v

[MepundgepunHble

dunsnyeckasa namaTb °
yCTpPOWCTBA




[1pouecc

* OK3eMMnMsp NCNOSTHEHUSA NporpamMmmebl B
ornepaunoHHOW cuctemMme c aTpubytamu,
cogepKallMMnUca B CTPYKTypax AaHHbIX
onepaLunoHHON CUCTEMBI

* HoBLIN NpoLlecc Anga Kaxgoro 3anycka
nporpamMmmbil

* Kaabln npoLecc MMeeT CBOU
YHUKanNbHbIV U OEHTUUKATOP npoLiecca
pid (Process ID)



OCHOBHbIE CTPYKTYpbI MpoLiecca

* TEXT (kog nporpammbl)

DATA (uHnumnanusnposaHHble cTaTU4eckne AaHHbIe)

BSS (HenHuumnanusmposaHHblie ctatuyeckue gaHHbIe)
STACK

* Kyua

° |El,l/IHaMI/I‘-IeCKI/Ie CerMeHTbI

* User Area (geckpuntop npouecca B a4pe)
— CTek npotuecca B sagpe
— [eckpuntopbl OTKPLITLIX dpansos
— ATpubyTbI Npouecca



AQpecHOe NpoCTpaHCTBO npoLiecca x86

| user data |

| user text |
0x08048000 - |---———————————————————— |
| user stack |

| invalid |
0%00000000 4-—-mmmmmm oo o mmmmmmmmem +

* 32-bit Kernel's Virtual memory layout.

* e e e L E L PP P +

* | Kernel Context |

* 0xC3002000 -|---——==-——=="————"————-———- | - segmap_start (floating)
* | Red Zone |

* 0xC3000000 - |-—=====—=—————————————— | - kernelbase / userlimit (floating)
* | |11

* | Shared objects I \/

* | |

* . .

* .

* | user heap | (grows upwards)

*

*

*

*

*

*

*

*


http://cvs.opensolaris.org/source/xref/onnv/onnv-gate/usr/src/uts/i86pc/os/startup.c

* % ok % ok ok Ok ko k F k F Ok F X Kk F F X F F F* * * * *

AJpeCHOE NPOCTPaHCTBO npoLecca xo4

64-bit Kernel's Virtual memory layout. (assuming 64 bit app)

| Kernel Context
OxFFFFFE00.00000000 |-—--=-===—=——————————————- |

| Red Zone |
OxFFFFFD80.00000000 |-----—---—-—---————————- | - KERNELBASE (lower if > 1TB)
| User stack | - User space memory
I I
I

shared objects, etc | (grows downwards)

OXFFFF8000.00000000 |-===========—————o oo |

0x00008000.00000000 |-----==—===———————————— |

user heap (grows upwards)

0x00000000.04000000 |-----———=————————————— |

0x00000000.00000000 #==========mmm—— e +


http://cvs.opensolaris.org/source/xref/onnv/onnv-gate/usr/src/uts/i86pc/os/startup.c

ELle nHpopmauunsa o npoueccax

* Kaxabln npouecc, Kpome init, umeeTt
poauTens
* init — npouecc ¢ pid==1, obbI4HO /sbin/init

* Init 3anyckaeTcsa npu ctapTe CUCTEMbI
A0POM U 3anyckaeT Bce ocTallbHble
npoLecchl

* B Unix SVR4 init onpepenseT, 4To
3anyckaTb, no goaunny /etc/inittab



B3anmMocBaA3b mexay
npoueccamu

21286
bash




TepmMuHanbHble ceccun

dunsmnyeckne TepMmuHansl obcnyxusaroTca gemMoHom ttymon (B
cTapbIX HOHUKCax — getty).

BupTtyaneHble TepMmuHanel (ceccum xterm, ssh) cosgaroTcs
ONHaAMNYeCKN COOTBETCTBYHLLMMU CepBUCaMU, Hanpumep ans
ceccun ssh — nemoHom sshd

[Mpu BXoOe nonb3oBaTens B cCUCTeMY co3faeTcs ceccus (id ceccum
paBeH id npouecca, KOTopbIn co3garn 3Ty CECCUID), NPUHMMAETCS
aBTOpu3auusd, yctaHaBnmBaeTcs naeHTndmnkaTop nonb3oBaTens u
3anyckaeTcs Lwenn.

LLlenn 6epeTca n3 y4eTHOW 3anncu NonbL3oBaTens, HanpumMmep 13
[etc/passwd, NIS unn LDAP

Y bonbwKMHCTBA U3 Bac wenn - /bin/bash

LLlennbl ¢ ynpaBneHmem 3agaHmamm (csh, zsh, ksh, bash) cosgatot
Ha Ka)XOylo KoMaHOy Tak HasblBaeMylto rpynny npowueccos (byger
pa3bupaTbCca B TEME «ynpaBfieHUe TEPMUHANbHbIMM
YCTPOMUCTBaAMWN» ).



ATpnOyTbI NpoLecca

B nonb3oBaTtensckon obnactu (B sape)
* [pouecc
— HOMep
— poauTtenb
— rpynna
— TepMuHan
— ceccus
— orpaHudeHuns (Hanpumep, spemsa LM, oTkpbITble channebl) .
* NoJNnb30BaTesib
— wnpeHTndukaTop (peanbHbl/3ddHEKTUBHBIN)
— rpynna (peanbHbIN/apEKTUBHLIN) .
* (pannosaga cucrema
— OTKpbITble hansbl
— TeKkywas gupexktopus
— orpaHudeHuns (umask, ulimit)
— KOpHeBasg gupekTtopus (setroot)
« obpaboTka curHanos
B nonb3oBaTenbckom cTeke
* napameTpbl KOMaHOHOW CTPOKU

* 3KcnopTupoBaHHble shell-nepeMeHHble (NepemMeHHble cpeabl)



[ocTyn K aTpnbyTtam npotecca

NHdopmauuns

NoeHTudukaTtop
npouecca

[Tonb3oBaTtenb/rpynna

Pecypcehl npouecca

TepMmunHan npouecca

MeTon

getpid(2) getppid(2) getpgid(2)
setpgid(2) getsid(2) setsid(2)

etwd(ZE etewdé ggetgld 2)
getegid( ?setwd set roups(2)+
getgroups(2) initgroups(3C)+

getrlimit(2) setrlimit(2)

ttyname(3C)

+ OOCTYIMHO TOSbKO cyrnepnonb3oBaTento (uid==0)




[1oCcTyn K CUCTEMHbIM
NepeMEHHbIM

NMHA
sysconf — nony4nTb 3Ha4eHne CUCTEMHON NepPeEMEHHOM

pathconf — nony4nTb HacTpanBaeMbie NapamMmeTpbl panna unm
doannoBoun cUCTEMBI

CUHTAKCHUC

#include <unistd.h>

long sysconf(int name);

long fpathconf(int fildes, int name);

long pathconf(const char *path, int name);

BO3BPALLAEMOE 3HAYEHNE
3Ha4YeHne nepeMeHHoOn unu napameTpa

[Mpn owmnbke, -1 1 errno ycTtaHoBneHa



[lTonb3oBaTEeNbCKUN CTEK

[lepemMeHHbIe cpeabl (environ)
[1031LUMOHHbIE apryMeHThbI (argv)
3anuncb akTusauMMm main

3annucu aktuBaumm yHKL NN
OrpaHun4eH 3aWwmnTHON 00nacTbio




[locTyn K nepeMeHHbIM cpeabl

* TPeTUn aprymeHT main():
main(int argc, char **argv, char *envpl[])
/* or char **envp */

* BHELUHAA NepemMeHHas environ
extern char **environ;

* bubnmoTteyHble pyHKUMM getenv(3C) un
putenv(3C)



[lepemMeHHble cpeabl

PATH — cnucok katanoros, raoe uuiyTc4d
ncnonHaemble pannol

TERM — T"n TepmunHana (ucnonb3yeTtcs
9KpaHHbIMW pegakTopamm n psaaom apyrmx
nporpamm)

TZ — BpemeHHasa 30Ha

HOME - Baw gomaluHum katanor

USER — umsa nonb3oBaTend



PATH

-bash-3.00% echo $PATH

/opt/SUNWspro/bin:/usr/sfw/bin:/opt/csw/bin:\
/usr/bin:/opt/SUNWspro/bin:/opt/sfw/bin:\
/home/teachers/fat/bin

* Tekywnm Katanor B NyTU HY>XHO
nobaBnATb ABHO:

export PATH=$PATH:.

* Jlyywe He nobaBnsATb, 0OCOOEHHO B
Ha4yano



| P4

Asia/Novosibirsk

PST8PDT (Pacific Standart Time, 8 yacos
Ha 3anag oT [ puHBMYa, ¢ nepeBogom
fIeTHEro/3aMMHero BpeMeHNn)

QQQ-6 (Tpun ntobbie 6ykBbl, 7 YacoB Ha
BOCTOK OT [ pHBMYa, nepeBoaa
fIeTHEro/3aMMHero BpeMeHN HeT)

[TycTasa ctpoka — bpaTtb 13
letc/TIMEZONE



TZ (npooosxeHue)

Kaxxabiy npoLecc XXUBeT B CBOEN BPEMEHHOU 30HE,
onpenenaemomn ero 3HadyeHnem 12

Appo xuneet no [puHsnyy (GMT, UTC).

time(2) Bo3BpallaeT BpeMs B ceKyHaax no
[ puHBUYY

BpemeHHble WwTamnbl (Hanpumep, aatbl dannos)
TOXe OTCUYMTbLIBAKOTCA MO [ PUHBUYY

OuyeHb yaobHO Npu yaaneHHOM BXO€e B CUCTEMY.



BbioeneHne onunm KOMaHOHOWU
cTpoku getopt(3C)

NMA

getopt - BblAennTbL onumo N3 KOMaHOHOW CTPOKK
CUHTAKCIUC

#include <stdlib.c>

int getopt (int argc, char *const *argv,
const char *optstring);

extern char *optarg;
extern 1nt optind, opterr, optopt;
BO3BPALLAEMOE 3HAYEHWE
bykBa BepHOU onumu
?' ecnn obHapyxeHa HegonyctMmMas onums
-1 ecnu Bce onuun 61 obpaboTaHbl.



Mcnonb3oBaHue getopt(3C)

Bbi3biBaeTCcH B LUKIE, NOKa He obpaboTaeT Bce
onumun.

Onuua — aprymeHT, HauynHatoLWMnca ¢ cMmmBeorna ‘-

Getopt(3C) {)a36|/|paeT OAHODYKBEHHbIE ONLNMN,
Hanpumep, Ls —1, ls —Llh

Onuunsa MoXeT MeTb apryMeHT, Hanpumep
CC —0 a.out, cc —oa.out

B GNU libc ecTtb getopt_long, KoTopbI NOHUMaET
onumn Bnga —-all

cTaHOapTHbIN getopt Takon popmMbl HE MeeT

]



Mcnonb3oBaHue getopt(3C)

* int argc. OObIYHO NEePBLIN apPryMeHT
main().

* char **argv. OObl4HO BTOPOM aprymeHT
main().

* char *optstring. 310 cTpoKa AONYCTUMbIX

onumn. Ecnn y onummn ectb aprymeHThbl, TO
3a 3Ton onumen byaeT cToATb ABOETOUME.



Mcnonb3oBaHue getopt(3C)

char *optarg. Korga getopt(3C) obpabaTbiBaeT onuuto, y
KOTOPOM eCTb apryMeHTbl, optarg cogepxut agpec 3Toro
aprymeHTa.

int optind. Korga getopt(3C) Bo3BpaluaeT -1, argv[optind]
yKasblBaeT HA NEPBbIN apryMeHT HEe-OMnuuio.

int opterr. Koraa getopt(3C) obpabaTbiBaeT
HegonycTUMble onuum, cooduleHmne ob onodke
BbIBOAUTCA Ha CTaHOapTHbIW BbIBOA ANArHOCTUKW.

[TleyaTtb MOXeT BbITb NOAaBIEHa yCTaHOBKOW opterr B
HOMb.

int optopt. Korga getopt(3C) Bo3spawiaeTt '?', optopt
COOEPXUT 3HAYEeHNne HeaonycTMMmou onuun.



but setuid

OOCTYN K pecypcam OCHOBLIBAEeTCA Ha
9P PEKTUBHOM NAEHTUUKATOPE NOoNb3oBaTeN4
n rpynnol

C MOMOLLIbHO MeXaHn3Ma YCTaHOBKM
naoeHTndukaTopa Nosib3oBaTesfib MOXET ObITb
YbUM-TO "npencraButTenem"”

[Tpn 3anycke nporpamMmmel ¢ OUTOM setuid,
9P PEKTUBHBLIN UOEHTUMPUKATOP
npupaBHMUBaeTCA uid xo3dnHa panna
nporpamMmbil

LencteyeT OT Ha4ana ucnosnHeHns npouecca Ao
KOHLa nnu Oo ncrnonb3oBaHuns setuid(2).



but setuid (npoaorxeHne)

* setuid-buT ana a.out yctaHaBnmMBaeTCcHd C MOMOLLbIO
chmod(1), chmod(2) n open(2)

* setuid

04711 BOCbMEPUYHOE YUCIIO

u+s cMmMmBoOnbHaga 3anuck ang chmod(1)

rws--x--x BbIBOAUT IS -

* setgid

02711 BOCbMEPUYHOE YUCIIO

g+s cumBoJSibHas 3anucb ansa chmod(1)

rws--s--x BbIBOAUT IS | .
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